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Research Summary:

It has been observed in previous periods the extent of the misuse of scientific
development regarding cyber penetrations and attacks to reach various illegal goals,
sometimes carried out by individuals to obtain an illegal benefit, which may be
represented by obtaining a financial or informational benefit, and also may be carried
out by some countries to achieve political, military, or political goals and objectives.
Economic, and the aim of all of this is to cause harm and damage to the targeted
countries and facilities and to obtain information and secrets, which negatively affects
those targeted parties.

Cyber sanctions have raised concerns among many stakeholders in the global
information community that this will set a precedent that could be repeated in future
conflicts and conflicts, especially in light of the increasing strategic importance of the
cyber domain.

Keywords : Cyber conflict - legitimacy of cyber sanctions - electronic deterrence -
rules of international law - cyberspace.
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